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CLAIMS 
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1. A method for securely and scjalably encoding data, said method 
comprising the steps of: 
5 a) receiving data; 

b) segmenting said data into corresponding regions; 

c) scalably encoding at least one of said regions into scalable data; 

d) progressively encrypting said scalable data to generate 
progressively encrypted scalable dat/a; and 

e) packetizing said progressively encrypted scalable data. 
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2. The method for securely dnd scalably encoding, data as recited in 



Claim 1 wherein said step a) com 
receiving video frame data 



and scalably encoding data as recited in 



4. The method for securely 
Claim 1 wherein said step c) 

scalably encoding said at 
data and into header data wherei l 
corresponding to said scalable da ; 



furfc ler 



le ist 



rises: 



3. The method for securely 
Claim 1 wherein said step a) com >rises: 

receiving prediction error d^ta generated by a video prediction unit. 



and scalably encoding data as recited in 
comprises: 

one of said regions into said scalable 
said header data provides information 



5. The method for securelj 



and scalably encoding data as recited in 



Claim 4 wherein said step d) further comprises: 

dl) encrypting said heade * data to provide encrypted header data. 

6. The method for secure!^ and scalably encoding data as recited in 
Claim 4 wherein said step e) further comprises: 

packetizing said progressively encrypted scalable data and said 
header data. 



35 7. The method for securely and scalably encoding data as recited in 

Claim 5 wherein said step e) further comprises: 

packetizing said progres rively encrypted scalable data and said 
encrypted header data. 
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8. The method for securely hnd scalably encoding data as recited in 
Claim 5 wherein said data is selected from the group comprising: video 
data, audio data, image data, graphic data, and web page data. 

9. The method for securely and scalably encoding data as recited in 
Claim 1 wherein said step b) comprises: 

segmenting said data intc corresponding rectangular regions. 



10. The method for secu 
in Claim 1 wherein said step b) 
segmenting said data 



roly 



11. The method for secu 
in Claim 1 wherein said step b) 
segmenting said data in 



and scalably encoding data as recited 
comprises: 

intb corresponding non-rectangular regions. 



i ely 



and scalably encoding data as recited 
comprises: 
corresponding overlapping regions. 



12. The method for securely and scalably encoding data as recited 
in Claim 1 comprises performing steps b) through e) for only a portion of 
said data received at step a). 

13. A secure and scalable encoding system for encoding data, said 
secure and scalable encoding system comprised of: 

a segmenter, said segmenter adapted to receive data and segment 
said data into corresponding /regions; 

a scalable encoder coupled to said segmenter, said scalable encoder 
adapted to encode at least one of said regions into scalable data; 

a progressive encrypter coupled to said scalable encoder, said 
progressive encrypter adapted to progressively encrypt said scalable data 
to generate progressively encrypted scalable data; and 

a packetizer coupled tjo said progressive encrypter, said packetizer 
adapted to packetize said progressively encrypted scalable data. 



14. The secure and s 
said data is comprised of 



salable encoding system of Claim 13 wherein 
video frame data. 



15. The secure and 
said segmenter is adapted 
by a video prediction unit. 



scalable encoding system of Claim 13 wherein 
tp receive prediction error video data generated 



29 



10 



15 



20 



25 



30 



35 



HP10014738/JPW 

16. The secure and scalable encoding system of Claim 13 further 
comprising a video prediction unit cpupled to said segmenter, said video 
prediction unit adapted to generate /prediction error video data and provide 
said prediction error data to said segmenter. 

17. The secure and scalable encoding system of Claim 13 wherein 
said scalable encoder is further adapted to encode said at least one of said 
regions into said scalable data arid into header data wherein said header 
data provides information corresponding to said scalable data. 

18. The secure and scalable encoding system of Claim 17 wherein 
said progressive encrypter is further adapted to encrypt said header data 
to provide encrypted header datl 

19. The secure and scalable encoding system of Claim 17 wherein 
said packetizer is further adapted to packetize said progressively 
encrypted scalable data and said header data. 

20. The secure and scalable encoding system of Claim 18 wherein 
said packetizer is further adabted to packetize said progressively 
encrypted scalable data and said encrypted header data. 

21. A computer readable medium having computer readable code 
stored thereon for causing a device to perform the secure and scalable 
encoding steps of: 

a) receiving data; 

b) segmenting said data into corresponding regions; 

c) scalably encoding at least one of said regions into scalable data; 

d) progressively encrjpting said scalable data to generate 
progressively encrypted sea iable data; and 

e) packetizing said progressively encrypted scalable data. 



22. The method as 
readable medium further 
for causing said device 
data. 



recited in Claim 21 wherein said computer 
i icludes computer readable code stored thereon 
pen brming said step a) to receive video frame 



23. The method as 
readable medium further 



recited in Claim 21 wherein said computer 

i ncludes computer readable code stored thereon 
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said step a) to receive prediction error 
idiction unit. 



24. The method as recited An Claim 21 wherein said computer 
readable medium further includes computer readable code stored thereon 
for causing said device performing said step c) to scalably encode said at 
least one of said regions into said scalable data and into header data 
wherein said header data proviiles information corresponding to said 
scalable data. 



25. The method as recit 



id in Claim 24 wherein said computer 



readable medium further inch Ldes computer readable code stored thereon 
for causing said device perforr ling said step d) to encrypt said header data 
to provide encrypted header data. 

26. The method as reci ;ed in Claim 24 wherein said computer 
readable medium further includes computer readable code stored thereon 
for causing said device performing said step e) to packetize said 
progressively encrypted scalable data and said header data. 

27. The method as recited in Claim 25 wherein said computer 
readable medium further includes computer readable code stored thereon 
for causing said device performing said step e) to packetize said 
progressively encrypted scalable data and said encrypted header data. 

28. The method for securely and scalably encoding data as recited 



in Claim 5 wherein said data 
data, audio data, image data 



29. The method for 
in Claim 21 wherein said 

segmenting said data 



step 



is selected from the group comprising: video 
graphic data, and web page data. 



securely and scalably encoding data as recited 
b) comprises: 
into corresponding rectangular regions. 



30. The method for sdcu: 
in Claim 21 wherein said stisp 
segmenting said data 



31. The method for 
in Claim 21 wherein said 



Lrely and scalably encoding data as recited 
b) comprises: 
into corresponding non-rectangular regions. 



sfecurely and scalably encoding data as recited 
step b) comprises: 
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segmenting said data into corresponding overlapping regions. 

32. The method for securely/and scalably encoding data as recited 
in Claim 21 comprises performing jbteps b) through e) for only a portion of 
said data received at step a). 

33. A method for decoding/ data which has been securely and 
scalably encoded, said method comprising the steps of: 

a) receiving a packet containing progressively encrypted and 
scalably encoded data; 

b) decrypting said packet containing said progressively encrypted 
and scalably encoded data to gdnerate scalably encoded regions; 

c) decoding said scalable encoded regions to provide decoded 
regions; and 

d) assembling said decoded regions to provide data. 

34. The method for decoding data which has been securely and 
scalably encoded, as recited in Claim 33 wherein said step a) comprises: 

receiving said packet containing said progressively encrypted and 
scalably encoded data, said pkcket also including header data wherein 
said header data provides information corresponding to said scalably 
encoded data. 

35. The method for decoding data which has been securely and 
scalably encoded, as recited 
comprises 

receiving said packet 
scalably encoded data, said 



in Claim 33 wherein said step a) further 



containing said progressively encrypted and 
packet also including encrypted header data 
wherein said encrypted header data provides information corresponding 
to said scalably encoded daua. 



lecoding data which has been securely and 
in Claim 35 wherein step b) further 



36. The method for 
scalably encoded, as recited 
comprises: 

decrypting said encxjypted header data 

37. The method for decoding data which has been securely and 
scalably encoded, as recite i in Claim 33 wherein step d) further 
comprises: 
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assembling said decoded regions to provide video frame data. 

38. The method for decoding data which has been securely, and 
scalably encoded, as recited in Claim 33 wherein step d) further 
comprises: 

assembling said decoded regions to provide prediction error video 
data for use by a video prediction unit. 

39. A decoding system fbr decoding data encoded using a secure 
and scalable encoding system,/ said decoding system comprised of: 

a decrypter, said decryjrter adapted to receive a packet containing 
progressively encrypted and spalably encoded data and decrypt said packet 
to provide scalably encoded rjbgions; 

a decoder coupled to said decrypter, said decoder adapted to decode 
said scalably encoded regions to provide decoded regions; and 

an assembler coupled/to said decoder said assembler adapted to 
assemble said decoded regions to provide data. 
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40. The decoding syitem of Claim 39 for decoding data encoded 
using a secure and scalable encoding system wherein said decrypter is 
further adapted to receive/a packet containing said progressively 
encrypted and scalably encoded data and also including unencrypted 
header data wherein said/ unencrypted header data provides information 
corresponding to said scalably encoded data. 

41. The decoding system of Claim 39 for decoding data encoded 
using a secure and scalable encoding system wherein said decrypter is 
further adapted to receive a packet containing said progressively 
encrypted and scalably encoded data and also including encrypted header 
data wherein said encrypted header data provides information 
corresponding to said sc alably encoded data, said decrypter further 
adapted to decrypt said encrypted header. 



42. The decoding 



system of Claim 39 for decoding data encoded 



35 using a secure and scalable encoding system wherein said assembler is 
further adapted to assemble said decoded regions to provide video frame 
data. 
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43. The decoding system &f Claim 39 for decoding data encoded 
using a secure and scalable encoding system wherein said assembler is 
further adapted to assemble saic decoded regions to provide prediction 
error video data for use by a video prediction unit. 

44. A computer readable medium having computer readable code 
stored thereon for causing a device to decode data which has been securely 
and scalably encoded, said method comprising the steps of: 

a) receiving a packet containing progressively encrypted and 
scalably encoded data; 

b) decrypting said pacWet containing said progressively encrypted 
and scalably encoded data to generate scalably encoded regions; 

c) decoding said scalably encoded regions to provide decoded 
regions; and 

d) assembling said decided regions to provide data. 



45. The method as 
readable medium further inc 
for causing said device 
containing said progressively 
wherein said packet also inc 
providing information 



recited in Claim 44 wherein said computer 

udes computer readable code stored thereon 
ling said step a) to receive said packet 
encrypted and scalably encoded data 
udes header data, said header data 

to said scalably encoded data. 



corres ponding 



46. The method as 
readable medium further inc 
for causing said device perfor; 
containing said progressive^ 
wherein said packet also inc 
header data providing i 
data. 



47. The method as 
readable medium further 
for causing said device 
header data. 



recfrted in Claim 44 wherein said computer 

udes computer readable code stored thereon 
ming said step a) to receive said packet 
encrypted and scalably encoded data, 
udes encrypted header data, said encrypted 
information corresponding to said scalably encoded 



recited in Claim 46 wherein said computer 
ir eludes computer readable code stored thereon 
ing said step b) to decrypt said encrypted 



perform: 



48. The method as 
readable medium further 



rfecited in Claim 44 wherein said computer 
includes computer readable code stored thereon 
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for causing said device performing said step d) to assemble said decoded 
regions to provide video frame data. 

49. The method as recited in Claim 44 wherein said computer 
readable medium further includes computer readable code stored thereon 
for causing said device performing said step d) to assemble said decoded 
regions to provide prediction /error video data for use by a video prediction 
unit. / 
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